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(TS//SU/NF) Introduction

U.S. as World’s Telecommunications Backbone

K Much of the world’s \ /
communications flow )
through the U.S.

« Atarget’s phone call, e-mail
or chat will take the (
cheapest path, not the

hysically most direct
path — you can’t always
predict the path.

* Your target’s
communications could

Qasily be flowing into and/ % - (R )
throth the U.S. 7" International l;uerh;:t Regional Bandwidth Capacity in 2011

Source: Telegeography Rescarch
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Two Types of Collection

Service Providers: Microsoft, Yahoo, Google
Facebook, PalTalk, AOL, Skype, YouTube
Apple.
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DNI Selectors

DNR Selectors

Access to Stored
Communications
(Search)

Real-Time Collection
(Surveillance)

“Abouts” Collection
Voice Collection

Direct Relationship with
Comms Providers

Current Providers

N

Microsoft (Hotmail, etc.)

Google
Yahoo!
Facebook
PalTalk
YouTube
Skype

AN

(TS//SU/NF) FAA702 OperatiOnS

Why Use Both: PRISM vs. Upstream

PRISM

9 U.S. based service
providers

® Coming soon
v

v
N
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Upstream

Worldwide
sources

Worldwide
sources

RO

\/ Voice over IP
®Only through FBI
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What Will You Receive in Collection
(Surveillance and Stored Comms)?
It varies by provider. In general:

* E-mail

* Videos
Photos
Stored data
VolP

File transfers

» Chat — video, voice

Video Conferencing
» Notifications of target activity — logins, etc.
* Online Social Networkine details
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« Apple | + Special Requests
Complete list and details on PRISM web page:
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PRISM Program Cost: ~
$20M per year
| | | I | |
2007 2008 2009 2010 2011 2012 2013
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asssune) FAA702 Reporting Highlight
PRISM and STORMBREW Combine

7o Thvar |

SAME-DAY NTOC/FBI COLLABORATION

PREVENTS 150GB EXFIL EVENT FROM CLEARED DEFENSE CONTRACTOR (CDC)

2012 14 DEC

NTOC TIPS FBI 1
{ MINENT TH!

REMOVE
IMPLANT

3) The FBI contacts the
CDC and works with
e to clean the

2) NTOC tips the
FBI to the activity

The victim perfor -
EXFILTRATION

TISTTORCUN / NOFURN
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Select IP Addresses
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4 asisnn PRISM Tasking Process g

Target Analyst inputs selectors into
Unified Targeting Tool (U
Surveillance —3 S _Pending Stored Comms

Special FISA Oversight and Processing

$2 FAA Adjudicators in Each Product Line

Tecgeting ReviewdValidaton Stored Comms Review NValidation

Surveillance —>$ \L(— Pending Stored Comms

Targeting and Mission Management (S343)
Final Targeting Review and Release

[ unified Targeting Toot ) |
v

PRINTAURA,; Site Selector
Distribution Manager

Sur —> kﬁ Pending Stored Comms
FBI
¢ Sur Unit (ECSU)
Research & Validate NO USPERs
N Targeting \ i(ﬁ Stored Comms Release
Providers |__sel SINWALE
FBI -
(Google, Data Intercept Technology Unit (DITU) [co————2| NUCLEON,
Yahoo, etc.) Collect etc.
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PRISM Provider
P1: Microsoft
P2: Yahoo
P3: Google
P4: Facebook
P5: PalTalk
P6: YouTube
P7: Skype
P8: AOL
PA: Apple
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(TS//SU/NF) PRISM Case Notations
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Fixed trigraph, denotes Year CASN established
PRISM source collection for selector

Serial #

Content Type
A: Stored Comms (Search)
B: IM (chat)
C: RTN-EDC (real-time notification of an e-mail event such as a login
or sent message)
D: RTN-IM (real-time notification of a chat login or logout event)
> E: E-Mail
F: VoIP
G: Full (WebForum)
H: OSN Messaging (photos, wallposts, activity, etc.)
I: OSN Basic Subscriber Info
J: Videos
. (dot): Indicates multiple types
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REPRISMFISA COUNTERTERRORISM
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PRISM ENTRIES

Last Load o Apr 05, 2013 at 12:22 PM GMT

Prism Current Entries
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asssune) Unique Selectors Tasked to
PRISM (US-984XN) in FY2012

32%

inFY12

- All Providers

Mo
a0 » Over 45,000 Selectors on
- Task at End of FY12
Bow I Total Selectors
o Strong Growth in FY12 Tasking:
o > Skype up 248% I New Selectors
- » Facebook  up 131%
10w » Google up 63%
Wi

'
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(rsusu/NF) A Week in the Life of PRISM Reporting
Sampling of Reporting Topics from 2-8 Feb 2013

« Japan
* Trade
« Israel

 Venezuela
* Miltary procurement
«Oll

Similar slide below includes Columbia
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(rs/su/NF) PRISM (US-984XN) Based Reporting:
June 2011 — May 2012 O
Sorted By # of PRISM-Based Reports Per OPI

(F6*, US-96*, US-97*, US-3219) 3723 Up 67% 20 +7 (up 54%) 18640 3040 82
s21- C: i 3493 Up 5% 42 -2 (down 5%) 8242 2074 60
|S2E - Middle East & Africa 2574 Up 47% 16 +2 (up 14%) 16537 1959 76
-C ing Prolif 2092 Up 49% 30 +3 (up 11%) 6872 1395 67

T (USJ-783* 1690 Up 20% 30 +3 (up 11%) 5713 1319 78
1389 Up 8% 1 -1(down8%) 12445 1196 86

(USJ-800*) 1255 Down 8% 1 0 (no change) 1741 883 70

g (ESOC) (USJ-753", USM-44) 1147 Up 6% 52 +2 (up 4%) 2217 922 80
- Intl Sec Issues 1147 Up 75% 13 +5 (up 63%) 8989 861 75
hzo-Coumeﬁng Frgn Intel 862 Up 40% 12 -5 (down 29%) 7089 545 63
F - Intl Crime & Narc 666 Up 41% 16 +2 (up 14%) 4122 497 75

- 634 Down 10% 13 -3 (down 19%) 4842 452 7
NTOC (V*) 4% Up 237% 21 +8 (up 62%) 2195 355 78
DSD 310 Down 15% 4 0 (no change) 7511 296 95
INSAH (USJ-750%) 237 Down 10% 2 +1 (up 50%) 12023 155 65
|S2J - Weapons and Space 225 Up 221% 33 +11(50%) 692 186 83
HQ 197 Up 137% 2 +1.9 (up 1900%) 11257 170 86

i 176 Up 159% 5 +3 (up 150%) 3353 155 88
SSG 16 Up 60% 17 -19 (down 52%) 92 14 88
Utah Regional Ops Cntr (USJ-755) | 12 Up 20% 6 17 (down 74%) 207 12 100

TOP SECRET//SI//ORCON//NOFORN

Source: PLUS - 11-13 June 2012

View the unredacted version of this PRISM slide and the one below
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(rs//su/NFy PRISM (US-984XN) Based Reporting:
June 2011 — May 2012
Sorted By % of PRISM-Based Reporting Per OPI

ECC (ESOC) (USJ-753*, USM-44) 52 +2 (up 4%) 80
521 - Counterterrorism 3493 Up 5% 42 -2 (down 5%) 8242 2074 60
S2J- Weapons and Space 225 Up 221% 33 +11 (50%) 692 186 83
52G- G Prolif 2092 Up 49% 30 +3 (up 11%) 6872 1395 67
NSAT (USJ-783") 1690 Up 20% 30 +3 (up 11%) 5713 1319 78
NTOC (V) 455 Up 237% 21 +8 (up 62%) 2195 5 78
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5CS (F6*, US-96", US-97*, US-3219) 3723 | uper% | 20 | +7 (up 54%) 18640 3040 82
SSG 16 Up 60% 17 -19 (down 52%) 2 14 88
S2E - Middle East & Africa 2574 | uparn | 16 | +2(up 14%) 16537 1959 76
S2F - Inl Crime & Narc 666 Up 41% 16 +2 (up 14%) 4122 497 75
52C - Intl Sec Issues 1147 | up75% | 13 | +5(up 63%) 8989 861 75
_ 634 | Down10% | 13 | -3 (down 19%) 4842 452 7
S2D - i | 862 | Up4ao% 12 -5 (down 29%) 7089 | 545 63
S2A- 1389 Up 8% 1 -1 (down 8%) 12445 1196 86
NSAG (USJ-800°) 1265 Down 8% 1 0 (no change) 11741 83 70
Utah Regional Ops Cnir (USJ-755) 12 Up 20% 6 7 (down 74%) 207 12 100
S2H 176 Up 159% 5 +3 (up 150%) 3353 [ 155 88
DSD 310 Down 15% 4 0 (no change) 7511 206 95
NSAH (USJ-750°) 237 Down 10% 2 +1 (up 50%) 1208 | 155 65
GCHQ 197 Up 137% 2 +1.9 (up 1900%) 11257 170 86
Source: PLUS - 11-13 June 2012 TOP SECRET//SI//ORCON//NOFORN
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FAA702 UTT DNI Tasking

Snapshot on 30 Jan 2013
Increase in Increase in
DNI number of DNI number of
Selectors selectors Selectors selectors
Tasked to | % of DNI | % Points | tasked to Tasked to tasked to
AIIDNI [SSO_CT N| Selectors | Change [FAA/PRISM SSO_CT_| %of DNI | % Points | FAA/PRISM
Product | Selectors | (FAA/PRIS | Tasked to | From Dec | Compared All DNI N Selectors | Change p
Line | Tasked M)  |FAA/PRISM| 2011 _|to Dec2011 Selectors |(FAA/PRIS| Taskedto | From Dec | Dec2011
MMJ_LMI_M
S2A 9650 987 10% 5 +232 M 1
FHS 6101 612 10% = +29
s28 12872 2263 18% +6 +842
FCS 592 55 9% +7 +52
s2C 8763 1059 12% +3 +468
6 29476 | 4007 14% = +1650
S2D 10846 3796 35% +11 +1872 F1Z=C50
S2E 18061 6935 38% 4 +938 CENTCOM 105 3 3% -10 48
S2F 3577 1011 28% +2 +423 il S0l s SIx =l S
$26 12788 | 4172 33% +2 0100 [SEAAMUCEIESET g 1% s 58
oH 10407 8 8% 6 4660 F7U-UROC | 926 27 3% = 45
- 9 -
s21 | 1045 | e | 77% 4 wpg ||NIOC-VeA 278 0 0% g
=, e 7% o e = NTOC - V25 30 17 57% +39 +16
NTOC —

ECC (F22)] 4880 3523 72% 21 +715 V26/V23 4237 2814 66% +4 +1490
FTS 7194 2402 33% +9 +1126 NTOC - V32 2388 12 1% +1 +11
FTV 68 0 0% -~ 0 NTOC - V35 15 0 0 = 0
FGS 6919 3114 45% -6 A7 SSG 6609 0 0% = 0
FGV 127 50 39% +21 +16 s32 1388 86 6% + +36

DNR realms excluded from UTT query: IMEL IMSL, ituE. 164, Ki. Source: UTT Team TOP SECRET//SI//ORCON//NOFORN
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* Plan to add Dropbox as PRISM provider
* Want to add Cyber Threat Certification
* Expand collection services from existing providers

* Change UTT tasking system to allow tasking of phone
numbers and sending one selector to multiple providers
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(TS//SI/NF) COHCIUSiOD
What to Remember

PRISM is one of the most valuable, unique, and productive accesses for NSA — don’t
miss out on your targets.

Recommend tasking all DNI and DNR selectors to FAA 702 if they meet the
criteria. Your target’s communications could be flowing through SSO’s accesses
which only FAA can access. Communications paths constantly change.
Recommend using Rules-Based-Tasking in UTT to ensure that both PRISM and
passive/upstream SSO FAA accesses are given the selectors.

Some Product Lines do not use PRISM and other SSO accesses optimally. They are
missing unique collection on their targets.

FAA 702 collection = PRISM program providers + FAA Upstream SSO programs
with access to thousands of non-PRISM internet domains, DNR collection, cyber
signatures and I.P. addresses.
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Additional PRISM slides found in videos and photo galleries
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Source: NSA Documents Show United States Spied on Brazilian Oil Giant (Video

Source: Screenshot from Brazilian TV show
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Source: The big-brother in Latin America and the world

Related Links

NSA Prism program taps in to user data of Apple, Google and others

U.S., British intelligence mining data from nine U.S. Internet companies in broad secret program

NSA slides explain the PRISM data-collection program

NSA Spying: All documents published by "Le Monde"

NSA Prism program slides

The NSA in Germany: Snowden's Documents Available for Download

Hunting for Hackers, NSA Secretly Expands Internet Spying at U.S. Border

Analysis

What is known about NSA's PRISM program

New insiahts into the PRISM proaram
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http://www.lemonde.fr/technologies/article/2013/10/21/espionnage-de-la-nsa-tous-les-documents-publies-par-le-monde_3499986_651865.html
http://www.theguardian.com/world/interactive/2013/nov/01/prism-slides-nsa-document
http://www.spiegel.de/international/the-germany-file-of-edward-snowden-documents-available-for-download-a-975917.html
http://www.nytimes.com/2015/06/05/us/hunting-for-hackers-nsa-secretly-expands-internet-spying-at-us-border.html
http://electrospaces.blogspot.com/2014/04/what-is-known-about-nsas-prism-program.html
http://electrospaces.blogspot.com/2013/07/new-insights-into-prism-program.html
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