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RenoutSchoen Merge update (#889) fd7beba · 2 years ago 1,170 Commits

.github chore(action): extend labeler configuration 2 years ago

detection_mitigation Update rules.txt 3 years ago

hunting Delete Splunk.md 3 years ago

iocs Update README.md 3 years ago

scanning Update README.md 3 years ago

software Merge update (#889) 2 years ago

tools addcvecolumn: remove status field sanitizer 3 years ago

.gitignore feat(tools): Add CSV/JSON parser tool for software list 3 years ago

LICENSE Initial commit 3 years ago

README.md Update README.md 3 years ago

log4shell_en.png Add files via upload 3 years ago

This repo contains operational information regarding the Log4shell vulnerability in the Log4j logging library.
Especially CVE-2021-44228 / CVE-2021-45046 and also covers CVE-2021-4104 / CVE-2021-45105. For
additional information see:

NCSC-NL advisory

MITRE

EU CSIRT network members advisories, maintained by ENISA

Log4shell vulnerability overview

For affected organisations and CISOs searching for concise mitigation guidance, the Log4Shell for OES - Full
presentation slides for CISOs and techies describes the vulnerability and explains all steps necessary to
successfully mitigate the vulnerability (patching is not enough).

Directory Purpose

hunting Contains info regarding hunting for exploitation

iocs Contains any Indicators of Compromise, such as scanning IPs, etc

detection &
mitigation

Contains info regarding detection and mitigation, such as regexes for detecting scanning
activity and more

scanning Contains references to methods and tooling used for scanning for the Log4j vulnerability

software Contains a list of known vulnerable and not vulnerable software

tools Contains a list of tools for automatically parsing info on this repo

Please note that these directories are not complete, and are currently being expanded.

NCSC-NL has published a HIGH/HIGH advisory for the Log4j vulnerability. Normally we would update the
HIGH/HIGH advisory for vulnerable software packages, however due to the extensive amounts of expected
updates we have created a list of known vulnerable software in the software directory.

If you have any additional information to share relevant to the Log4j vulnerability, please feel free to open a Pull
request. New to this? Read how to contribute in GitHub's documentation.

We would like to thank every single one of you that contributed to our GitHub page. NCSC-NL believes the GitHub
page is a succes and you made that possible. Below we present a very incomplete list of contributants we consider
the repository's hall of fame:

ANSSI

BSI/CERT-Bund

CERT-EU

Cybersecurity & Infrastructure Security Agency CISA

DCSC

SURFcert

SK-CERT

Z-CERT

@DFFSpace

@tintinhamans

@milankowww

@MrSeccubus

@Goldshop

@RemkoSikkema

@MetzieNL

@RobinFlikkema

@lucasjellema

@iglocska

About

Operational information regarding the
log4shell vulnerabilities in the Log4j
logging library.

log4j  vulnerability  cve-2021-44228

log4shell  cve-2021-45046

cve-2021-4104  cve-2021-45105

 Readme

 Activity

 Custom properties

 1.9k stars

 69 watching

 611 forks

Report repository

Releases 163

log4shell_info_20220615 Latest

on Jun 16, 2022

+ 162 releases

Contributors 275

+ 261 contributors

Languages

Python 100.0%

© 2024 GitHub, Inc. Terms Privacy Security Status Docs Contact Manage cookies Do not share my personal information

This repository has been archived by the owner on Jun 16, 2022. It is now read-only.

Notifications Fork 611  Star 1.9k

Code Issues Pull requests Actions Security Insights

 main

Log4shell vulnerabilities (CVE-2021-44228, CVE-2021-
45046, CVE-2021-4104, CVE-2021-45105)

Repository contents

Contributions welcome

Hall of fame

README License

Sign upProduct Solutions Resources Open Source Enterprise Pricing Search or jump to... Sign in

https://github.com/NCSC-NL
https://github.com/NCSC-NL/log4shell
https://github.com/NCSC-NL/log4shell/branches
https://github.com/NCSC-NL/log4shell/tags
https://github.com/RenoutSchoen
https://github.com/NCSC-NL/log4shell/commits?author=RenoutSchoen
https://github.com/NCSC-NL/log4shell/commit/fd7beba78eda80f4344b7a220df64b22956290bf
https://github.com/NCSC-NL/log4shell/pull/889
https://github.com/NCSC-NL/log4shell/commit/fd7beba78eda80f4344b7a220df64b22956290bf
https://github.com/NCSC-NL/log4shell/commit/fd7beba78eda80f4344b7a220df64b22956290bf
https://github.com/NCSC-NL/log4shell/commits/main/
https://github.com/NCSC-NL/log4shell/tree/main/.github
https://github.com/NCSC-NL/log4shell/tree/main/detection_mitigation
https://github.com/NCSC-NL/log4shell/tree/main/hunting
https://github.com/NCSC-NL/log4shell/tree/main/iocs
https://github.com/NCSC-NL/log4shell/tree/main/scanning
https://github.com/NCSC-NL/log4shell/tree/main/software
https://github.com/NCSC-NL/log4shell/tree/main/tools
https://github.com/NCSC-NL/log4shell/blob/main/.gitignore
https://github.com/NCSC-NL/log4shell/blob/main/LICENSE
https://github.com/NCSC-NL/log4shell/blob/main/README.md
https://github.com/NCSC-NL/log4shell/blob/main/log4shell_en.png
https://github.com/NCSC-NL/log4shell/commit/b093fa0affbd34662fb049bffb5156d180527a0b
https://github.com/NCSC-NL/log4shell/commit/43893935c5f812992e7f5f2f37fbb0a86c671976
https://github.com/NCSC-NL/log4shell/commit/83c0b90b308ea517ccfbe5bae1c0445d06a8cb0f
https://github.com/NCSC-NL/log4shell/commit/1789ca0157f786dade254dca108fe527384b37f6
https://github.com/NCSC-NL/log4shell/commit/9f6c67736a65fb75d13eb6ffdb9c3bb0d9588bdc
https://github.com/NCSC-NL/log4shell/commit/fd7beba78eda80f4344b7a220df64b22956290bf
https://github.com/NCSC-NL/log4shell/pull/889
https://github.com/NCSC-NL/log4shell/commit/fd7beba78eda80f4344b7a220df64b22956290bf
https://github.com/NCSC-NL/log4shell/commit/83ac2b0984b9a796e3b42424be1304d417f2814b
https://github.com/NCSC-NL/log4shell/commit/45f301bfe99a03c770a3b17ef7225d49ac092564
https://github.com/NCSC-NL/log4shell/commit/1ce8e352644e0b1596d7cedabc36e3ca260a4d67
https://github.com/NCSC-NL/log4shell/commit/e84491a7e1cff1a39db2eb6aae62f37d11eee5a4
https://github.com/NCSC-NL/log4shell/commit/169736f4080ec0c21a9f478cc4761d6b8ac99cc1
https://www.ncsc.nl/actueel/advisory?id=NCSC-2021-1052
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-44228
https://github.com/enisaeu/CNW/tree/main/log4shell
https://github.com/NCSC-NL/log4shell/blob/main/log4shell_en.png
https://github.com/NCSC-NL/log4shell/blob/main/detection_mitigation/Log4Shell%20for%20OES.pdf
https://github.com/NCSC-NL/log4shell/blob/main/hunting/README.md
https://github.com/NCSC-NL/log4shell/blob/main/iocs/README.md
https://github.com/NCSC-NL/log4shell/blob/main/detection_mitigation/README.md
https://github.com/NCSC-NL/log4shell/blob/main/scanning/README.md
https://github.com/NCSC-NL/log4shell/blob/main/software/README.md
https://github.com/NCSC-NL/log4shell/blob/main/tools/README.md
https://docs.github.com/en/repositories/working-with-files/managing-files/editing-files#editing-files-in-another-users-repository
https://www.ssi.gouv.fr/en/
https://www.bsi.bund.de/EN/Topics/IT-Crisis-Management/CERT-Bund/cert-bund_node.html
https://cert.europa.eu/cert/plainedition/en/cert_about.html
https://www.cisa.gov/about-cisa
https://www.defensie.nl/onderwerpen/cyber-security/dcsc
https://wiki.surfnet.nl/pages/viewpage.action?pageId=11063492
https://www.sk-cert.sk/en/about-us/index.html
https://www.z-cert.nl/
https://github.com/topics/log4j
https://github.com/topics/vulnerability
https://github.com/topics/cve-2021-44228
https://github.com/topics/log4shell
https://github.com/topics/cve-2021-45046
https://github.com/topics/cve-2021-4104
https://github.com/topics/cve-2021-45105
https://github.com/pbeij
https://github.com/DFFspace
https://github.com/count0x00
https://github.com/tschmidtb51
https://github.com/stijnos1991
https://github.com/certeu
https://github.com/rkokkelk
https://github.com/stijnZCERT
https://github.com/anssi-cvp
https://github.com/n0x0
https://github.com/RobinFlikkema
https://github.com/harryajc
https://github.com/9jx5PkHvr
https://github.com/thijskh
https://github.com/NCSC-NL/log4shell/search?l=python
https://github.com/NCSC-NL/log4shell#readme-ov-file
https://github.com/NCSC-NL/log4shell/activity
https://github.com/NCSC-NL/log4shell/custom-properties
https://github.com/NCSC-NL/log4shell/stargazers
https://github.com/NCSC-NL/log4shell/watchers
https://github.com/NCSC-NL/log4shell/forks
https://github.com/contact/report-content?content_url=https%3A%2F%2Fgithub.com%2FNCSC-NL%2Flog4shell&report=NCSC-NL+%28user%29
https://github.com/NCSC-NL/log4shell/releases
https://github.com/NCSC-NL/log4shell/releases/tag/log4shell_info_20220615
https://github.com/NCSC-NL/log4shell/releases
https://github.com/NCSC-NL/log4shell/graphs/contributors
https://github.com/NCSC-NL/log4shell/graphs/contributors
https://github.com/
https://docs.github.com/site-policy/github-terms/github-terms-of-service
https://docs.github.com/site-policy/privacy-policies/github-privacy-statement
https://github.com/security
https://www.githubstatus.com/
https://docs.github.com/
https://support.github.com/?tags=dotcom-footer
https://github.com/login?return_to=%2FNCSC-NL%2Flog4shell
https://github.com/login?return_to=%2FNCSC-NL%2Flog4shell
https://github.com/login?return_to=%2FNCSC-NL%2Flog4shell
https://github.com/NCSC-NL/log4shell
https://github.com/NCSC-NL/log4shell/issues
https://github.com/NCSC-NL/log4shell/pulls
https://github.com/NCSC-NL/log4shell/actions
https://github.com/NCSC-NL/log4shell/security
https://github.com/NCSC-NL/log4shell/pulse
https://github.com/NCSC-NL/log4shell#
https://github.com/NCSC-NL/log4shell#
https://github.com/
https://github.com/signup?ref_cta=Sign+up&ref_loc=header+logged+out&ref_page=%2F%3Cuser-name%3E%2F%3Crepo-name%3E&source=header-repo&source_repo=NCSC-NL%2Flog4shell
https://github.com/pricing
https://github.com/login?return_to=https%3A%2F%2Fgithub.com%2FNCSC-NL%2Flog4shell

